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OCHOBHbIe TeHaeHUuu
3aKoHogaTenbCcTBa B ob6nacTu
3almThbl gaHHbIX

JNTykaukmn Anekcen, KOHCYNbTaHT No 6e3onacHoOCTH




lMoyemy Cisco roBopuT 0 3aKkoHogaTesnbLCcTBe?

TK22 | TK122 Pl LUb

«be3onacHocTb «3awumTa «3awmTa Pa3pabotka pekomeHgauuu no MNOH,
UT» (ISO SC27 B wHcpopmauum B UHcpopmaumnn» CTO BP UBBC v4 u 382-11/2831-Y
Poccum) KpeaAUTHbIX npn PCTIK
yupexnaeHuUsax»
JKkcnepTU3a M JKkcnepTusa n dkcneptnzam  KoHcynbTaTUBHbLIN
AOKYMEHTOB PeANOXKeHnA pa3paboTka pa3paboTka coBeT

OKYMEHTOB OKYMEHTOB




NMourpaem B 3aragku?

* Yy Hac perynsatopos Mo
NHJOOpMaLMOHHON
6e3onacHoCcTnN?

* Yy Hac nosiBnsieTcs
HOPMAaTMBHbIX aKTOB MO
NHJOpMaLMOHHON
©e3onacHocTn B mecsay,?

* Y Hac nnaHunpyeTcs
BbIMYCTUTb HOPMAaTUBHbIX
akToB B bnwxanwune 1-2
roga?




PerynatopoB B oonactn Ub y Hac 16+

e OCB, ®CTOK, CBP,
MuHOBGopoHbl, PCO

 MwuHKkoMCBA3b, POCcKoOMHaa3op

« MBJ, baHk Poccuun

« CoBeT be3onacHocTu

 PCI Council

MwuH3Hepro, MMH3KOHOMPA3BUTUSA
AomuHuctpauusa lNpesngeHTa
 PoctexperynuposaHue
 MuHTpya, PocobpasoBaHue

o Kaxgbin POVB MHUT cebs
perynatopom no Vb...




B cpegHem nosaBnseTca 4 HOPMaTUBHbIX aKTa B MecsL,
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Bbl 3awjmLlaeTe OTKPbITbIE AaHHbIe?

ObuwepnocTtynHas
(OTKpbITas)

[lokymeHTUpoBaHHas

NHdopmauumsa OrpaHunyeHHoro gocrtyna

HenookymeHTUpoBaHHasA

* B nocneaHee Bpemsi HOpMaTMBHbIE aKTbl PErYNSATOPOB CTanu Bce
bonblue yoensaTb BHAMaHNSA He TONbKO KOHAMAEHUMANbHOCTU, HO U
LIENOCTHOCTU U AOCTYMHOCTU OaHHbIX

— W He Bcerga 9Ty gaHHble OorpaHNM4eHHOro Aocrtyra




OauH npumep : Kak 3awmututb Web-caut rocopraHa c
OTKPbITbIMU, KOH(pMAEHUUNANIbHLIMU N O0OLWEeAO0CTYNMHbLIMU

OAaHHbIMU?

[Npuka3s
MunHKkomMCBA3U OT
27.06.2013 N2149

CTP-K?7?7?

[Mpukasz MOP ot
16.11.2009 Ne470

[Npuka3s
MuHKOMCBSA3M OT
25.08.2009 Ne104

[Mpukas $CO ot
07.08.2009 Ne487

[Mpukasz ®CTIK ot
11.02.2013 Ne17

Ykas lNpe3ugeHTa ot
17.03.2008 Ne351

[Mpukasz ®CB/PCTIK
ot 31.08.2010
Ne416/489




A 4TO C AaHHbIMU OrpaHU4YeHHOro gocrtyna?

* 65 BMOOB TaH B
POCCUNCKOM
3aKkoHogaTenbCcTBe

* [lepcoHanbHble
OaHHble

« Kommepueckada TanHa
 baHkoBckasa TanHa
« TanHa nepenuckmu

 WHcanmpgepckas
NHdopmaLms
« CnyxebHasa TanHa

« TawnHa KpegnTHOU
ncTopum

Buabl MHGOpMaLUM OrpaHMYEHHOrO JOCTYNa NO POCCUIMCKOMY 3aKOHOAATENbCTBY

TaiHa

Cogepwumoe

Hay4HO-TeXHUYECKR, TEXHONOTUHECKASR,
TBEHHAA, PHHEHC CKan uAn

MHaa MHOOPMALMA (B TOM YMCNE COCTABAAIOWAR CEKPETI
0 T8a (HOY-Xay), KOTOpas umeeT
Beiic Wi KOMMEDHECKYIO
UEHHOCTb B CHANY HEN3BECTHOCTU €€ TPETBUM MUAM, K
¥ HeT C BocTyna Ha

oc ns P
MHOOPM3LMM BSEAEH PEXMM KOMMEPYECKOH TalHbI

o6 cyeTax u ee

TaKo#

i, Cisco
HopmaTtusHbIN axkT Hakasauue 3a
98-03 "0 KOMMEpYECKOM TanHe",
CT.1465 TK PO 183 VK PO, 81 TK PO

®3 395-1 "0 GarHKax 1 GaHKOBCKOM
AeatensHoctn", 857 MK PO,

W Kogekc PO, ®3 "0

@ W KOPPECNOHAEHTOB, a TAKKE 06 MHBIX C

pectpy

ycC

183 YK PO, 81 TK PO

Yka3 MpesungenTa ot 6.03.1997
Ne188, 139 [K P®, ®3 "06 ocHosax

BOCTYN K orpat rocyaapc i CymGe!
rocyaapc i Bnactn 8 TeMMcC  Poccuickoi ®egepauun”,
TPaMaaHCKUM KOAEKCOM POCCHIACKOM Noc n cTBa PO
befiepanbHbIMM 3aKOHaMM 073.11.94r. Ne 1233 81TK PO

218-®3 "0 xpegutHbix ctopuax” 81 TK PO




O0OfA3aHHOCTbL 3aWmThbI

« (O6nagartenb MHGoOpMauum obsi3aH NPUHMMAaTL MepPbI NO 3aLuuTe
NHdopmaumu
— C71.6 ©3-149
« OObnagatenb nHdopmaumn, onepatop MHPOPMaLMOHHON CUCTEMbI B
cny4asix, ycTaHOBJIEHHbIX 3aKoHOA4AaTeNbCTBOM Poccuinckon
depnepaunmn, obsazaHbl obecnevnTs...

— CT1.16 ©3-149
Obnapartenb
TpeboBaHus No 3aLyuTe * Kakue
_ TpeboBaHua?
yCTaHaBJINBa€ET . Uo
nnaHupyeTca?

sl 3aKOHOOATENLCTBO PO




Kakmne TpeboBaHus no 3awmTte yCTaHOBIEHbI
3akoHopgaTtenbcrtBoM PODO?

‘Tpe6OBaHl/IFI Nno 3awuTte

rlepCOHaJ'IbeIX OaHHbIX

[ocyoapCTBEHHbIX U
MyHMUMNANbHbIX
MHOOPMALIMOHHBIX CUCTEM

[Mpw ocyLiecTeneHnn
OEHEXHbIX NepeBOaOB

BaHKOBCKOW Té

Cuctem cBsA3un obuiero
Nnonb3oBaHUA

Kputnuec
MHdopMaLn
NHAPACTPYKTYf

TpeboBaHWA HOCAT pekoMeHaaTenNbHbIN
Xapaktep

[TnaHoB o dKTUBHOMY Pa3BUTUIO MNMOKa
HET

TpebosaHun noytn HeT (ucknovaa KCUW)




NMnaHnpyemblie usmeHeHns no HanpasneHuto MNMNOH

» [lpukas PKH no obe3nnumBaHuto
* [lpukas ®Cb no ncnone3oBaHuto CK3W ansa sawmntel MNOH

» 3akoHonpoekT «O BHECEHUN N3MEHEHNI B
ctatbto 857 yactu BTopon K PO, ctatbio 26 P3 «O BaHkax u
baHkoBckon geatenbHocTn» N ®3 «O nepcoHarnbHbIX AaHHbIX»

« bonbwas nopumsa nasmeHeHmn B $3-152

e 3aKOHOMNPOEKT No BHeceHU0 nameHeHuin B KoAll (B 4acTu
yBenuieHuns wtpados no ct.13.11)

* [lpoekT [NocTtaHoBneHus NpaButenscTea No Hagsopy B cpepe MNOH
* YkasaHue baHka Poccuu c oTpacnesou mogensto yrpos NAaH

« CTO BP UBBC n HoBas Bepcus «nucbma wectmny (?)

 Pedopma EBpokoHBEHLMN



NnaHupyembie uameHeHus no HanpasneHuto NC

 Mepbl 3aLUTLI MHPOPMALNK B rOCYAaPCTBEHHbLIX MHOPMaALMOHHbIX
cucremax

* [lopsigok mogenupoBaHus yrpo3 6esonacHOCTN MHGOpMaLUn B
NH(POPMALIMOHHBLIX CUCTEMAX

« MeToanyeckme OOKYMEHTbI, pernamMeHTmnpyroLwme
— [Mopsipok aTTecTauumn pacnpeaeneHHbiX MHPOPMAaLMOHHBIX CUCTEM

— [Mopssigpok 0OHOBNEHMS NPOrpaMMHOro obecneyeHust B aTTeCTOBaHHbIX
MHPOPMALMOHHBIX CUCTEMAaX

— [lopsanok BbIABNEHUA N YCTPAHEHNS YSI3BMMOCTEN B
MHPOPMALMOHHBIX CUCTEMAX

— [lopsgok pearnpoBaHnUda Ha UHUMOEHTLI, KOTOPble MOTrYT NMPUBECTU K
cbosaAM nnun HapyLeHUo PYHKLMOHNPOBAHUA MHJOPMaLMOHHOMN
cuctembl 1 (UNU) K BO3BHNKHOBEHNIO Yrpo3 6e30MacHOCTU
NHpopMaL K



NMnaHnpyembie U3BMEHEeHUS No HanpaBreHUr 0DaHKOBCKOMU
TauHbI

 Hogasa pegakuma CTO BP UBBC 1.0 «ObecneyveHne
NHpopmMmaLMOHHON Be3onacHOCTN opraHm3aumm 6aHKOBCKOM CUCTEMBI
Poccuinckon ®epepaummn. O0LLMeE NONOXKEHUA»

 Hoas pepakuns CTO bBP NbbC 1.2 «MeToaunka oueHka
cootBeTcTBMs CTO BP NBBC 1.0»

« PC «PecypcHoe obecneveHne nugopmauymoHHon 6e3onacHOCTNY

« PC «TpeboBaHus rno k obecrnevyeHnto MHPopMaLNOHHON
6e3onacHOCTMN Ha CTaguaX XXN3HEHHOIO LMKIia ODaHKOBCKUX
NPUIOXKEHNN»

¢ PC «MeHemKMEeHT MHUMOEHTOB MHOPMaLIMOHHOW ©6e30nacHOCTU»
« EamHoe npocTpaHCcTBO JoBepUs ¢ ornepaTopamMm CBS3M

13



NnaHupyembie nameHeHns no HanpasneHuto HIC

* W3meHeHus B 382-I1 (3007-Y)

e OTtyeTHOCTb NO MHUMAeHTam (3024-Y)

¢ 3awmTa 6aHKOMATOB U NnaTeXxHbiX TepMnHanos (34-T n ap.)
e 3aluTa 3NeKTPOHHbIX CPeaCTB nraTexa

e 3awmTa AUCTaHUMOHHOro 6aHKOBCKOro 0oCnyXnBaHus

e 3awuta ModunbHOro baHknHra

« PekomeHgauum no noBbILWEHUIO YPOBHSA 6€30MacHOCTH Npu
npenocTaBieHnn PO3HUYHbLIX NNAaTEXHbIX YCIYr C NCNONb30BaHNEM
NHJOPMaLIMOHHO-TENEKOMMYHMKaLMOHHOW ceThn «HTepHeT» (146-T)

* W3meHeHne cT1.9 ©3-161

« ObgasartenbHble HOPpMATUBLI YNPaBIIEHUA onepauoOHHBIMU pUCKaMU
 HauymoHanbHaga cuctema ppoa-MOHUTOPUHTA

*  OdwmumanbHbin nepeog n npmnsHaHune PCI DSS n PA DSS 2.0 3.0



NnaHupyembie nameHeHnsa no HanpasneHuto KBO

* [locTtaHoBneHue lNpasutensctea Ne861 ot 02.10.2013

« 3aKkoHOMpoeKkT No 6e30nacHOCTU KPUTUYECKUX NHADOPMALMOHHbIX

NHPPACTPYKTYpP

* Peanunsauusa OCHOBHbIX HanpaBfieHUA rocyaapCTBEHHOM NONMUTUKN B
obnactn obecneyeHnss 6e3onacHOCTN aBTOMATU3NPOBAHHbLIX CUCTEM
yrnpaslieHNA MPOU3BOACTBEHHLIMU U TEXHOSIOMMYECKUMU NpoLeccamm
KPUTUYECKU BaXKHbIX 0ObEKTOB MHpacTpyKTypbl Poccumnckom
denepaumu

* VYkas lNpesngeHta Ne31c «O co3gaHum rocygapCTBEHHON CUCTEMDI
OOHapyXeHud, npegynpexageHus n nuKkengaunm nocrneacTsum
KOMMbIOTEPHLIX aTak Ha MHOPMaLMOHHbIE pecypcCbl PO»

« Pa3paboTka HopMaTUBHbIX JOKYMEHTOB BO UCIMOJSTHEHUM
3akoHonpoekTa rno 6ezonacHoctn KM n oCHOBHbIX HanpaBieHUmn
rOCMONUTUKA



NnaHupyembie uameHeHus no HanpasneHuto CCOI

« 3akoH «O BHeceHUn U3MeHeHNN B OTAENbHblE 3aKOHO4ATESIbHbIE aKThl
Poccuinckon ®egepaumm no Bornpocam perynnpoBaHna OTHOLLEHUI MpU
NCMNOJib30BaHUN MHPOPMaLMOHHO-TENEKOMMYHUKALIMOHHOW CETU
NHTepHeT» n ©3-139 «O 3awmTe geten oT HeraTUBHOM MHAOpPMaLMK»

* [loctaHoBneHue lNpaButensctea Ne611 ot 15.04.2013 «O6
YyTBEPXKOEHUN NEPEYHS HapyLeHUN LeNnOCTHOCTU, YCTOUMYNBOCTH
dYHKUMOHMpPOBAHMA U 6€30MacHOCTN eaUHON CETU 3NIEKTPOCBA3N PO»

« ®epnepanbHbI onepaTop

* KoOHTpOnb coumanbHbIX ceTeu

 EpmHasa cucrema ayteHTUdmkaymsa

e 3anpeTt aHOHMMan3epoB

« BkntoyeHne VHTepHeT-kOMMaHUM B CMIMCOK CTPATENMYECKUX
« PerynupoBaHue obrayHbIX BblYNUCIIEHNN



Kak 3awumwatb gaHHbIe?

« OCTOK (2013-2015)
— TpeboBaHua K cpeacTesamMm JOBEPEHHOM 3arpy3Kku
— TpeboBaHua K cpeacTBaM KOHTPOSA CbEMHbLIX HOCUTENEN
— TpeboBaHua K cpeacTBamM KOHTpons yTeyek nHgopmaumm (DLP)
— TpeboBaHua Kk cpeacrTesam ayTeHTUpUKaLmn
— TpeboBaHua K cpeacTesam pasrpaHU4yeHna gocTyna
— TpeboBaHua K cpeacTBamMm KOHTPOMS LEeNOCTHOCTU
— TpeboBaHua K cpefcTBamMm OYUCTKU MaMATU
— TpeboBaHua K cpeacTBamM orpaHUYeHUs nporpamMmHon cpeabl

— TpeboBaHua K cpeacTeam ynpaBrieHUs NOToKamMu nHopmaumn
(MCQ3, ogHoHanpasneHHble MC3, kommyTaTopbl...)

— [OCThbl no 3awmTe BUpTYann3aymum n obnayvyHbiX BbIYUCNEHNN

« OCBH
— BupTyanusauus, cHmxeHne yncna knaccos CK3U



UTto genaTb Nnpu TakoM o6MNUKN HOBbIX U NnaHupyembix HIMA?

Y Bac Bceraa ectb Bbixoa ©

bymara Bcé ctepnur.
Ho Ayulwe CAOKUTD
B ABa pasa..

_Atkritka.com




security-request@cisco.com
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